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Abstract—The widespread availability of connectivity to the
Internet allows to share large amount of information generated
by the most heterogeneous, possibly mobile, sources. One scenario
where this situation arises is given by smart cities, which are
envisioned to generate and consume relevant information about
their statuses to enhance the security and lifestyle of their citizens.
In this context, a very challenging question is how the information
can be maintained and distributed among the city itself. In this
paper, we propose a system architecture based on the creation of
a distributed geographic overlay network, which allows to achieve
the desired goals. Moreover, information is redundantly encoded
by means of randomized network coding, in order to dynamically
and distributedly preserve the resource availability. By means of
simulations, we investigate the behavior of the proposed solution,
in terms of efficiency and speed in data publication/search, as
well as resource availability and storage occupancy requirements.
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I. INTRODUCTION
The concept of smart city has recently emerged from the
interaction of research areas like intelligent cities [1] and
smart communities [2]. Cities can be considered as systems
of systems and there are emerging opportunities to introduce
digital nervous systems, intelligent responsiveness, and optimization at every level of system integration. For instance,
automobiles can participate in the mobility Internet for sharing
traffic and travel data. In this context, one major aspect
being discussed in the research community is centralization
versus decentralization for robust and secure data storage and
retrieval [4]–[6].
The availability of massive amounts of sensed information
provides fascinating opportunities to understand city activity
by means of modeling and analytics. A large amount of
information (either raw or aggregated) generated by city actors
(both humans and machines) needs to be stored, maintained,
and returned, either in a proactive or reactive manner, to
city actors themselves. In this paper, we propose an efficient
scheme for maintaining and distributing large amount of
information. In particular, our approach consists in defining
exchanging information architectures, e.g., overlay networks,
which allow to store and distribute city status information with
minimum overhead and high reliability. Data regeneration is

also necessary to improve the robustness of the system against
possible losses.
To this end, we envision the integration of innovative
management networks based on the key concepts of peer-topeer (P2P) and network coding (NC) [3]. While the former
optimizes the load balancing and avoids the presence of
bottlenecks and single points of failure, the use of NC techniques leads to the presence of redundancy, which promises
to make any information retrieval extremely reliable and realtime streaming highly efficient. Indeed, NC improves the
performance of P2P content sharing systems since it mitigates
the block transfer scheduling or piece selection problem, especially when nodes dynamically join/depart from the Internet.
Moreover, NC is important also for another functionality of the
system, i.e., distributed storage: should a storage node fail, the
stored information could be retrieved by properly combining
the information contained in other storage nodes. Our approach
differs from other approaches in the literature, where forward
error correction (FEC) coding is used to reliably store data
across the network.
In the field of smart cities, our work is the first, to the best
of our knowledge, that proposes a completely decentralized
P2P/NC-based solution for data storage and retrieval. The
architecture includes different types of peers—data sources,
storage nodes, data aggregators, user nodes—that may be fixed
or mobile. Such peers are organized in a structured overlay
scheme called Distributed Geographic Table (DGT), that takes
into account their geographic position, thus enabling a number
of city-tailored services. A possible application of interest is a
traffic information system that supports vehicular mobility, by
suggesting alternative routes to avoid traffic jams or accidents.
In this scenario, the knowledge of the information geographic
position may be useful in computing the routes to be suggested
to the users.
The paper is organized as follows. In Section II, we briefly
discuss the reference works in the field of P2P and NC. In
Section III, our joint P2P/NC-based approach for information
maintenance and distribution is illustrated. In Section IV, the
performance of the proposed solution is evaluated, through
simulations, considering realistic dynamic scenarios. Finally,
Section V concludes the paper.

II. RELATED WORK
The adoption of fully decentralized approaches for highly
pervasive monitoring, data aggregation, and information sharing within cities is a new research topic that is gaining momentum because of the availability of a new generation of smart
devices. In particular, the P2P paradigm enables two or more
entities to collaborate spontaneously in a network of equals
(peers) by using appropriate information and communication
systems without the need for central coordination. In the
last decade, P2P has been studied and applied to different
application scenarios, from file sharing to live multimedia
streaming [7]. Recent research is focusing on P2P-based largescale storage systems [8], distributed hash tables [9], social
networks [10], and measurements of real systems [12]. Particularly promising are the P2P approaches based on geographic
localization, e.g, Globase.KOM [11], and those based on traffic
information, such as [5].
NC is a recently proposed network-oriented channel coding
paradigm, arisen in the field of information theory, which
generalizes the classical concept of routing in wired networks.
With NC, in fact, intermediate nodes are not only allowed
to forward incoming packets, but also to encode them. This
allows to achieve the multicast capacity [13] and, therefore,
leads to potential advantages in terms of bandwidth and
computational efficiency, robustness, etc. Although NC has
been extensively studied from a theoretical point of view,
several practical scenarios, where benefits can be observed,
have been proposed in the last years. An example of practical
scenarios of interest is distributed storage [3]. In our previous
work [14], we have illustrated how NC and peer-to-peer can
be enabling technologies for robust distributed storage. NC
has also been considered in [15], where the authors have
implemented a prototype NC/P2P filecasting system and tested
it in the distribution of large files (e.g., several GBytes) over
the Internet. Their experimental results are very encouraging,
although the considered scenario is quite simpler than the one
we address in this paper.
III. ARCHITECTURE
In this section, we illustrate our distributed architecture
for the management of information flows in smart cities. We
first introduce the P2P overlay scheme, denoted as DGT, that
allows every node to maintain knowledge about surrounding
peers, as well as to publish and retrieve data items. We also
illustrate how NC techniques are used to assure data survival.
A. Distributed Geographic Table
A structured decentralized P2P overlay is characterized by
a controlled overlay, shaped in a way that resources (or resource advertisements) are placed at appropriate locations [7].
Moreover, a globally consistent protocol ensures that any node
can efficiently route a search to some peer that has the desired
resource, even if the resource is extremely rare. Beyond basic
routing correctness, two important constraints on the topology

Figure 1: Propagation of a query between nodes to retrieve
the neighborhood of a remote region of interest.
are: (i) a sufficiently small maximum number of hops in any
route, so that requests complete quickly, and (ii) a sufficiently
small maximum number of neighbors of any node, so that
maintenance overhead is not excessive.
DGT is a structured overlay scheme where each participant
can efficiently retrieve node or resource information (data or
services) located near any chosen geographic position [16],
[17]. In such a system the responsibility for maintaining information about the position of active peers is distributed among
nodes, for which a change in the set of participants causes a
minimal amount of disruption. The main DGT concepts are
illustrated in details in [16]. In the following we focus on the
routing strategy, which is one of the novel contributions of
this work.
The DGT routing strategy can be described as a function
R that, given a geographic position ω, returns the set of
neighbors N (ω, a) that are in the interest region a and satisfy
the request. Therefore, a routing query issued by node p has
the following structure: route(p, ω, a). The routing strategy
is used to maintain the neighborhood of a peer, but also to
discover active peers in a remote region of interest. In Figure 1,
the propagation of a query between nodes to retrieve the
neighborhood of a remote region of interest is shown.
The query propagation process is affected by the distance
between the source and the destination of the query itself and
by the size of the neighborhood region. Two kind of queries
are envisioned. The first query returns the list of nodes that
are interested on a type of data within a region centered in a
specific position, defined by its latitude and longitude. Such
a list can be used for publication purposes. The second query
returns the list of nodes that own a type of data, in an area
that is centered in a specific position defined by its world’s
coordinate, being such data not older than the specified time
range ∆t. Such a list can be used for retrieval purposes.
B. Node Description
The application of interest we are dealing with is associated
with the production and consumption of information relevant
to citizens about the status of smart cities. The information is

typically generated by monitoring subsystems and is usually
maintained and disseminated by some networking subsystems.
To this end, four types of peer are envisioned in the proposed
architecture.
Raw Data Source (RDS) generates basic data pieces and
does not usually have local storage capabilities. Usually, it is
associated to specific sensors monitoring critical aspects (e.g.,
traffic cameras, pollution level sensors, etc.). Storage Node
(SN) is able to store the (possible large) amounts of data
produced by monitoring subsystems. Aggregated Data Source
(ADS) is a consumer of data produced by RDS, but also
producer of filtered/aggregated data representative of concise
“picture” of the city status at a given place and/or time. User
Node (UN) is interested in receiving and visualize raw or
aggregated data in real time, related to any point of interest.
Each peer has a PeerDescriptor that contains the following information: node type identifier (i.e., RDS, ADS, UN,
SN), communication reference (i.e., source/destination IP, port,
proxy), prioritized list of locations of interest and data types
that the nodes want to proactively receive, and list of generated
data types. In particular, the last two items are envisioned in
our architecture to inform other nodes about “who has what”
and “who needs what.” This allows the design of efficient
information distribution/retrieval algorithms. Each information
element produced by a peer has a DataDescriptor that contains a key, the geographical coordinates of the location in
which it has been generated, the data type, and the time
validity of the data item. If the data item is a fragment
of a larger data item, the DataDescriptor contains also the
ordering number. Each information item is finite, has a precise
position in space and time, and is univocally identifiable by a
key that is generated by hashing the item descriptor.
In general, all node types can support mobility. However,
in this paper we assume that all nodes are fixed, with the
exception of UN that are associated with vehicles moving
on streets according to the Fluid Traffic Model (FTM) [18],
that fits very well with scenarios characterized by different
speed limits for each virtual path. The FTM describes speed
as a monotonically decreasing function of vehicular density,
forcing lower speed when the traffic congestion reaches a
critical point. In particular, the desired speed of a car moving
along the ℓ-th possible path is given by
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Figure 2: Publication and search processes. In the publication
process, messages are propagated in the four quarters of the
circular region centered in the node. On the other hand, in the
search process, messages are propagated only in the quarter
of the target location.

that it knows are not available, publication request messages,
with structure as in Subsection III-A, are propagated in a
circular region of radius Rkmax (see Figure 2). Each message
is propagated avoiding nodes that have already received it.
Moreover, the number of propagation hops for each request
message is reasonably limited. As a result of this message
propagation, the publisher obtains a list of SNs that are
interested in maintaining the data item.
From each data item to be published, a set of fragments is
generated, using the randomized NC (RNC) strategy illustrated
in Subsection III-E. Such fragments (identified by unique keys
and by the key of the data item they have been generated from)
are uniformly distributed among peers that belong to the list
obtained in the previous phase. In particular, the following
algorithm is applied. The area where the fragments have to
be published is divided as shown in Figure 2. A fraction of
the fragments is published in the small circular region with
radius Rk . The other fragments are published in the circular
crown whose radiuses are Rk and Rkmax . Both regions are
divided into four quadrants. The fraction of fragments for each
quadrant is proportional to the SN density of the quadrant
itself. If a quadrant does not contain SNs, fragments are not
uploaded there.

(ℓ)

where vdes is the evaluated desired speed, vmin is the minimum
(ℓ)
car speed according to vehicle characteristics, vmax is the
speed limit related to the path, δjam is the critical vehicular
density for which a traffic jam appears, and δ is the current
linear density along the road.
C. Publication Process
The process for publishing a data item is carried out as
follows. If the publisher does not know enough SNs, or those

Note that, if a quadrant contains more than one SN, those
with more available space are chosen as targets for the
publication of fragments. Finally, when all target SNs have
been chosen, the peer uploads the fragments in a parallel way.
This process can be generalized. Instead of looking in its
neighborhood, the publisher may search for SNs around any
remote location in the known map. Thus, it is possible to
implement a publication strategy that takes into account the
content that is published. If the content refers to location L,

it will be stored nearby L, independently on the location of
the publisher. Remote publication may be time-consuming,
depending on the density of nodes between the publisher and
the target location. Low density may lead to long and twisted
query propagation processes. The search process, described
below, is constrained to a limited region between the location
of the searcher and the location of interest L.
D. Search Process
The process for publishing a data item is carried out as
follows. The node generates request messages for a data
item described by a DataDescriptor. Such messages (whose
structure has been described in Subsection III-A) are sent, in
the direction of the region of interest, to all nodes within a
conic region with dynamic angle α. Query messages return
lists of nodes that are aware of the searched data item. The
angle of the search cone can be enlarged if the dimension of
this list of nodes is not satisfactory. In this paper, we consider,
as reasonable values, αmin = 30◦ and αmax = 60◦ —future
work will be devoted to the optimization of these parameters.
After a short time, the node that started the request propagation has a list of nodes that are aware of the data item
of interest. If the node finds the peer that generated the data
item in this list, it can obtain the list of SNs that contain the
fragments of the data item. It is then sufficient to contact a
subset of such SNs to re-build the original data item, as better
discussed in Subsection III-E.
If, otherwise, the publisher is not online, the searcher can
collect a number of fragments from the SNs that have declared
to be aware of the data item. Our system is robust against
churn, since new fragments of the same data item are periodically generated (until the time validity of the data item expires)
according to the strategies described in Subsection III-E.
E. Network Coding Strategy
In the following, we detail the NC operations performed
during the publication, retrieval, and maintenance of a given
resource in the network.
A file of size M, which needs to be stored, is divided into
Ng generations composed of h fragments {si }hi=1 each, so that
M = Ng hdF , dF being the size of each fragment.a We now
focus on a single generation, since all the operations are the
same for each generation. The fragments of a generation can
be interpreted as symbols in the Galois field GF(q) and are
linearly combined in order to obtain the coded fragments. The
number of linearly encoded fragments is equal to n = Kh, K
being the overhead factor. This corresponds, from a coding
theory perspective, to a coding rate Rc = 1/K. In the
presence of RNC, each coefficient of the linear combinations
is uniformly chosen among all possible values in GF(q). This
implies that there exists a non-zero probability that two coded
a Since all fragments are supposed to have the same size, if a generation is
composed by less than h fragments, zero padding is applied.

packets are linearly dependent. However, it is well known that
this probability is basically zero if q is sufficiently large [19].
Each packet flowing in the network contains both the coded
payload and a header, which carries information about the
generation, which the fragment belongs to, and the global
coding vector of dimension h, i.e., the coefficients representing
the linear combination of the original symbols. This has
been shown to introduce small overhead for practical packet
sizes [20].
To retrieve a published file, it is necessary to obtain,
for each generation, using the previously illustrated lookup
functionality, h linearly independent fragments. After these
fragments have been collected, a system of linear equations
can be solved using the classical Gauss elimination algorithm.
The use of RNC can be taken into account in order to
perform the following novel proactive resource maintenance
strategy. Whenever a UN retrieves a resource, it generates
a given number of new fragments for each generation, also
checking for network dynamic condition evolution. In particular, the more dynamic the network conditions, e.g., large
churn, the larger the number of generated fragments, in order
to make the scheme more robust against nodes’ failures. In
addition to this strategy, resource maintenance can be also
carried out reactively, by periodically (i.e., every TM seconds)
checking the availability, in the SNs, of the resources. If, for
each generation, the percentage of surviving fragments falls
below a properly defined retrieval “guard threshold” (which
represents the fraction of fragments below which the resource
is likely to become soon unavailable), the node responsible
for that resource generates new fragments independent of the
surviving ones, and distributes them in SNs. The threshold is
denoted as τ and is equal to a fraction of the total number
of fragments, i.e., τ , ǫn, ǫ ∈ [1/K, 1]. The number of new
generated fragments is chosen so that the overall number of
available fragments for a generation is equal to n, i.e., the
published number of fragments.
Note that, in the proposed system, proactive maintenance
is performed only when a client has finished a successful
download and, therefore, a resource may not be regularly
maintained if it is not sufficiently “popular.” However, the
complexity of the maintenance operations can be reduced
significantly with respect to the reactive approach. Moreover,
as the number of exchanged control messages is significantly
smaller, bandwidth waste is lower. An interesting extension,
which however goes beyond the scope of this paper, is to
combine the two techniques in order to obtain an efficient
manteinance also for non popular resources.
In the following, we will refer to the reactive strategy as “periodic maintenance” (PM), whereas the new proactive strategy
will be denoted as “sporadic maintenance” (SM). Note that, in
both cases, according to the taxonomy in [3], the maintenance
strategy aims at performing functional repair and not exact
repair. In both cases, in fact, the new generated fragments are
not exactly the same as those lost by disconnected nodes, but

they have the same statistical characteristics.
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IV. SYSTEM PERFORMANCE EVALUATION

A sensor network deployed in the city of Parma has been
simulated, considering nu UNs that move over realistic paths
of length equal to l = 100 Km generated using Google
Maps API. In this case, the user density is δ = nu /l. Each
simulated UN selects a different path and starts moving over
it. Moreover, we have placed (with uniformly random spatial
distribution) RDS and SN over all the map. ADS have not
been considered, since they would not be different from RDS
(in publishing data) and UN (in retrieving data).
With the features provided by Google API we have created
a simple HTML&Javascript control page that allows us to
monitor the temporal progression of the simulated system,
with the possibility to select any node and visualize its
neighborhood (videos are available at [22]).
The considered set-up is composed by 50 SNs, 500 RDS
nodes, and different numbers of UN so that the linear density
over the roads δ are equal to 10, 20, 30, and 40 nodes per
km. As in [16], each node covers a region of interest of
size 19.6 km2 and a dynamic discovery period ranging from
1.5 min to 6 min depending on the number of discovered
nodes. Ten hours of system life are covered. Within the first
four hours, the overlay is initialized, whereas during the fifth
hour RDS nodes publish data resources. From the sixth hour,
UNs start searching contents at random locations implemented
using a Poisson process with a mean arrival of approximately
40 seconds. Moreover, in this last period storage nodes are
randomly disconnected, according to the following different
scenarios.
1) Burst of SN disconnections during the sixth hour of the
observed period. At the end of the sixth hour, the number
of SNs has been reduced to 10.
2) SN disconnections over the second half of the observed
period. The final number of SNs is 10 as in the first
scenario.
3) Continuous disconnections and reconnections of SN modeled with a Poisson process with a mean arrival equal to
1.5 minutes.
Simulation results have been averaged over five independent
simulation runs in order to reduce statistical fluctuations.
Longer simulations are actually under deployment.
Regarding data publication and search, the following performance metrics are of interest:
• average number of hops per publication;
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In this section, we discuss on the performance of the
proposed architecture, that we have carried out by means
of discrete event simulations. We have used DEUS, an open
source tool that provides a simple Java API for the implementation of nodes, events and processes, and a straightforward
but powerful visual editor for configuring simulations [21].
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Figure 3: Average number of message propagations (hops) to
discover SNs for publishing or searching data as functions of
the UN density.
• average number of exchanged messages for finding SN
per publication;
• average number of hops per search;
• average number of exchanged messages per search.
The impact of coding, instead, has been evaluated through the
following performance metrics:
• resource availability, defined as the probability that a
given resource in the network can be reconstructed;
• average used storage space on each SN.
A. Publication and Search
As described in Section III, the publication and search
processes are distributed among all types of peers that participate in the DGT. For all simulated scenarios, due to DGT
properties, all lookups were successful. Fig. 3 shows that the
average number of message propagations (hops) to discover
SNs for publishing or searching data as functions of δ. One
should observe that these average number of hops are almost
constant with respect to the density of UN. We remark that
RDS nodes are initially aware of few SNs, but when their
knowledge increases over a threshold, they stop performing
storage node lookups. The average number of publication hops
is always less than the average number of lookup hops. The
reason is that, in order to discover SNs for publishing data,
each RDS considers the whole circular region surrounding
itself. Instead, the search process covers a restricted region
defined by angle α.
Fig. 4 illustrates the average number of exchanged messages
for publication and search as functions of δ. The same considerations carried out in Fig. 3 for the average number of hops
can be carried out in this case as well.
B. SN Disconnections
Fig. 5 shows that the resource availability, as a function
of time, for the first scenario where there is a burst of SN
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Figure 4: Average number of exchanged messages for publication and search as functions of the UN density.
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Figure 6: Average occupied storage space per node, as a
function of time, with SM or PM (with TM = 30 min) and
K = 5. The performance in the presence of the burst of SN
disconnections is compared to that without disconnections.
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Figure 5: Resource availability, as a function of time, in the
first scenario with a burst of SN disconnections. Both SM and
SM (with different values of TM ) are considered.
disconnections. Either SM or SM (with different values of
TM ) are considered. Note that only one curve is associated
with SM, since our results show that the frequency of the
search process has a minor impact on the performance. One
can observe that, in correspondence of the disconnection burst,
the resource availability reduces. At this point, the availability
starts growing again, since the maintenance process allows to
introduce new fragments in substitution of the lost ones. If
K = 2 is considered, all strategies have less or more the same
performance. On the other hand, if the publication overhead
is larger, e.g., K = 5 different performance can be observed.
In this case, in fact, each resource is encoded with a larger
number of fragments and, therefore, the system is more robust
against nodes’ failures. Note that PM is the best choice if the
maintenance is sufficiently frequent, whereas SM has to be
preferred if the period of maintenance increases. This is due to
the fact that with larger maintenance periods there is a higher
probability that disconnections happen thus causing losses of
fragments and, therefore, of entire resources.
In Fig. 6, the average occupied storage space per node
is shown, as a function of time, with SM or PM (with
TM = 30 min) and K = 5 (from Fig. 5 we have observed

that with K = 2 no performance variation can be observed).
One can observe that in the absence of disconnections the
maintenance strategy has no impact, since it can be shown
that the same resource availability can be achieved. When
the disconnections happen, instead, the occupied storage space
increases. In this scenario, in fact, regeneration is performed
and, therefore, more fragments are inserted in the network.
However, the number of SNs decreases and, therefore, the
(less or more) same number of fragments should be placed
in a lower number of nodes, thus resulting in an increase
in the average occupied disk space. Obviously, the larger is
the number of fragments in the network, and therefore the
occupied storage space, the higher is the resource availability.
This can be verified by directly compared Fig. 6 with Fig. 5.
In Fig. 7, the resource availability is shown, as a function
of time, in the second scenario with SN disconnections over
a long period of time. Either SM or PM (with TM = 1 h) are
considered. In this case as well, the maintenance processes
preserve the resource availability to the maximum value (i.e.,
1). In the presence of SM, however, the resource availability
decreases during the last hour. The reason is that, the more
the number of SN decreases, the higher the probability of file
retrieval failure, which makes its reconstruction not possible.
Fig. 8 shows the resource availability, as a function of time,
in the third scenario with continuous SN disconnections and
reconnections, comparing SM and PM (with TM = 1 h). One
should observe that with PM the resource availability is not
affected by such a churn process. SM, instead, is not sufficient
to preserve resource availability to its maximum value. The
reason is that if resources cannot be retrieved, due to SN
disconnections, new fragments are not inserted in the system.

V. CONCLUDING REMARKS
In this paper, we have proposed a joint P2P/NC architecture
for the management of large amount of information in smart
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cities. We have illustrated the DGT overlay scheme and
a routing strategy for building peer neighborhood, as well
as publishing and retrieving data items. Moreover, we have
envisioned two resource maintenance strategies, either periodic
or sporadic, to overcome data losses.
Simulations of dynamic scenarios in a realistic environment
(the city of Parma) have shown that the system is robust
against storage node disconnections. Even in extreme conditions (e.g., 80% of storage nodes disconnected), maintenance
strategies guarantee high resource availability. In particular,
we have shown that PM performs slightly better than SM if
maintenance is sufficiently frequent, at the expense of much
higher storage space consumption. On the other hand, SM is
effective only with popular resources, since regeneration is
performed only after a successful download.
Future work will be devoted to the design of a maintenance
strategy based on network state analysis and to the implementation of the proposed architecture. To this end, we are
going to use the Sip2Peer middleware [23]—currently gaining
momentum within the P2P community—to perform realistic
experiments.
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