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Abstract—The Internet of Things requires a naming service
that can also be beneﬁcial for searching for services and applications. To avoid the traditional DNS approach in which
a DNS server provides mapping of names to IP addresses in
its domain, we propose a novel network service called DINAS
(DIstributed NAming Service). It is based on three pillars: 1)
Bloom ﬁlters for creating compact names from node descriptions,
2) distributed caches for storing names within the network, and 3)
overlay routing strategies to publish and discover information—
not only names—within the network. In this work, we assume
ContikiMAC at Layer 2, 6LoWPAN at Layer 2.5, IPv6 and
RPL (routing protocol) at Layer 3, and we present a particular
UDP-based overlay routing strategy. We evaluate the proposal
by Cooja simulations and compare its performance with a
centralized naming service at the sink. The results show that
DINAS outperforms the centralized solution.
Keywords—Wireless Sensor Networks, Naming Service, Resource
Discovery, Bloom ﬁlters

I.

I NTRODUCTION

The development of tiny IP stacks such as Contiki uIPv6
[1] makes possible the integration of everyday objects, sensors,
and actuators within the Internet, which enables direct Internet
access to such resource constrained devices. Border routers
allow routing between smart objects or sensor networks and
traditional IP networks by providing end-to-end IP connectivity. On top of IP connectivity, the Internet of Things requires
standardized and highly scalable schemes to discover the
names of smart objects and also the services that they may
offer. Names are necessary to denote things (nodes, networks,
data, services, etc.). They may be human-readable or only
suitable for machine-to-machine communications. As names
they need to be and globally or locally unique, but as services,
we may accept that several nodes provide the same name.
The problems that motivated our work are the following:
i) how to effectively and efﬁciently represent names within an
IPv6-based Wireless Sensor Network (WSN) or in an IPv6based network including several WSNs? ii) how to efﬁciently
publish/lookup names within the networks or outside of them?
The traditional DNS approach requires a DNS server
placed at the border router that stores all bindings and replies
to all name resolution queries. Such operation may result in a
large overhead and excessive energy consumption. We propose
DINAS (DIstributed NAming Service), another approach that
c
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handles name resolution in a distributed manner. Names in
DINAS are constructed as compact arrays of bits generated
from node descriptions. The interest of a distributed service
comes from the constraints of sensor networks: in many cases,
the information from sensors may be required from nodes that
are near to the sensors, so it is unnecessary to involve the
sink (an example of such a situation is the control of airconditioning, in which actuators locally operate based on the
temperature gathered by sensors). Moreover, nodes, in many
cases, may want to discover services offered in the network
through a naming service in a similar way to mDNS/Bonjour.
Our approach enables such extensions.
DINAS is based on three pillars: 1) Bloom ﬁlters for
creating compact names from device descriptions, 2) a conservative strategy for publishing and resolving names within
the network, 3) distributed caches for storing names within the
network (instead of concentrating them at the border router).
Once a node has created its name as a Bloom ﬁlter, it
propagates the information about the binding name-address to
other nodes. We assume that the network builds its structure as
a Destination-Oriented Directed Acyclic Graph (DODAG) with
the RPL1 protocol. Name propagation takes advantage of the
structure: each node sends its name binding to its parent, that
in turn propagates it up the DODAG to the sink, which sends
the binding further down to a subgraph. Intermediate nodes on
the propagation path store the binding in a cache so that they
can resolve a given name. The choice of the nodes to propagate
the binding down a subgraph depends on proximity—a node
chooses the next one based on the similarity of names, which
results in grouping similar names at the same nodes. Name
propagation is limited in depth so that only a part of nodes
stores the binding and they are placed at strategic points in
the network, reachable in few hops from any node.
The rest of the paper is organized as follows. Section II
describes the principles of DINAS. Section III evaluates its
performance. We brieﬂy discuss the related work in Section
IV and conclude the paper in Section V.
II.

DINAS

In this paper, we propose DINAS, a new approach to name
resolution suitable for WSNs. A node joining the network
1 http://tools.ietf.org/html/rfc6550
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encodes its descriptor (including a list of features, services,
and the information that the node may provide) in a Bloom
ﬁlter (BF) of a given size. The Bloom ﬁlter becomes the name
of a node. DINAS handles the binding between a name and
its IPv6 address so that nodes can resolve a name to obtain
the address.
A. From descriptors to names
We propose to generate names from node descriptors: a
name is an array of m bits. Similarly, a query for name
resolution is also encoded as a m-bit array and the service
matches the query with published names.
As Andreolini and Lancellotti have shown [2], it is possible
to map several keywords to a machine-readable ﬂat name by
means of a data structure called a Bloom ﬁlter [3], [4]. Let
B be an array of m bits representing the key for item r
(assume the array B is initially ﬁlled with 0). Let KW =
{kw1 , kw2 , ..., kwn } be a set of keywords associated with r,
and let H = {h1 , h2 , ..., hk } be a set of hash functions, where
hj : KW → [0, m − 1]. Bloom ﬁlter B is built as follows:
B[hj (kwi )] ⇐ 1, ∀kwi ∈ KW, ∀hj ∈ H: for every keyword
kwi , set to 1 the bits in the Bloom ﬁlter corresponding to
the results of k hash functions computed on the keywords as
shown in Fig.1.
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kw
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h1(kwn)

...

hk(kw1)
kw
wn
hk

1
...
1
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1

Fig. 1: Mapping keywords to a ﬂat n bit name with a Bloom
ﬁlter.
To ﬁnd if keyword kwx is within the set of keywords
encoded in a given Bloom ﬁlter B, we check the bits at
positions h1 (kwx ), h2 (kwx ), etc. If even one of them is 0, then
certainly kwx is not in the set represented by B. Otherwise,
we conjecture that kwx is in the set, although there is a certain
probability that we are wrong. This is called a “false positive”
or, for historical reasons, a “false drop”. Parameters k and m
should be chosen so that the probability of a false positive (and
hence a false hit) is acceptable.
After inserting n keys into a Bloom ﬁlter of size m, the
probability that a particular bit is still 0 is exactly
(1 −

1 kn
) .
m

1 kn k
) ) ≈ (1 − e−kn/m )k .
(2)
m
The right hand side is minimized for
m
ln 2.
(3)
k=
n
In fact, k must be an integer and in practice, we might choose a
value less than optimal to reduce computational overhead. For
instance, if we want to describe each item with up to n = 10
keywords, with m = 160 and k = 11, the probability of false
positives would be perr = 0.000458. By properly choosing
the parameters, we can make the probability of false positive
sufﬁciently low.
(1 − (1 −

We deﬁne selectivity of query σ as the ratio of bits set
to 1 and the length m of the BF. It represents the number of
potential hits returned by a query. When σ is low, the query
is highly selective and only few items will match the query.
On the other hand, when σ is high, most items will generate
a hit.
DINAS compares two BFs in terms of the XOR distance:
if they differ on m bits, their distance is m.
B. Operation and overlay routing
For the sake of simplicity, we will consider below that all
nodes support DINAS. We also assume that nodes run RPL
(not RPL-P2P2 ) and we rely on the fact that each node knows
the addresses of its parent and children in the RPL DODAG.

...

...

Hence, the probability of a false positive is

(1)
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With DINAS, nodes propagate names (or more precisely
name-address bindings) in a proactive and periodic manner
within the network up to some level D and some nodes
selectively cache them for name resolution. Such selective
propagation process results with much less overhead than
ﬂooding, but as a consequence, not all nodes are aware of all
names. Thus, name resolution requires propagation of name
queries to ﬁnd a node that stores a given name in its cache
and can reply with the information. We limit the propagation
of name queries to several hops to reduce overhead. Nodes
that receive a reply, store it in their caches, which reinforces
the distributed name resolution process, because a name will
appear in an increasing number of nodes.
DINAS messages are name notiﬁcation, name query, and
reply. A name notiﬁcation contains the name binding: name
and the IP address of the node that starts the notiﬁcation
process. A name query includes the requested name and the
IP address of the node that starts the name resolution process.
A reply provides the requested binding: the name and the
associated IP address. Name notiﬁcations and queries also
contain Time-To-Live, i.e., the number of allowed propagation
hops, used to limit the propagation process.
After having joined the network and selected its preferred
parent in the DODAG, a node starts to periodically publish its
name generated as described in II-A through a notiﬁcation
sent towards the DODAG root. The root then propagates
the notiﬁcation downward to a node chosen based on cache
proximity. The notiﬁcation propagates further on for a limited
2 http://tools.ietf.org/html/rfc6997
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6) n3:
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7) n5:
D(msg) = 0
STOP

Fig. 2: DINAS “up-down” overlay routing.

number of hops. Such an overlay routing protocol, called ”updown”, is illustrated in Figure 2. Periodic name publication
supports the name resolution process, as names that are not
queried may disappear from the network because of content
replacement policies for the cache.
When a node receives a name notiﬁcation, it stores it in its
cache, if it is possible depending on the caching policy (refer to
Section II-C), and propagates it to its parent (if the notiﬁcation
is on the upward path to the sink) or to its children (on the
downward path from the sink). When a node receives a name
resolution query, it ﬁrst checks if its name matches. If it is the
case, the node sends a reply to the query issuer, identifying
itself as the owner of the queried name. Otherwise, the node
checks its cache that may contain the name and propagates the
query if not found.
As DINAS takes advantage of the DODAG structure built
by RPL, it does not require to build and maintain its own
overlay topology for name propagation and query resolution.
The overlay routing protocol relies on the RPL DODAG.
Nodes forward DINAS name notiﬁcation messages to the sink
and they are cached along the path. The sink may decide to
propagate the messages to a subset of its children excluding
the message sender. When the messages reach the sink, it
selects the nodes for forwarding based on cache proximity.
When the cache is empty, the nodes are randomly selected
with an equal probability among children. In the current
version of the protocol, replies are also cached. Moreover, the
downward propagation is limited to D hops. If R is the rank
of the message issuer, then the time-to-live of the message is
T T L = R + D.
C. Caching
Independently of caching policy, the cached item has the
following structure:
type (either notiﬁcation or reply);
Bloom ﬁlter (m bits);
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owner IP address;
provider IP address;
timestamp (i.e., caching time).
The proximity cache is specialized in handling clusters
of similar names: as more names are processed, the DINAS
routing becomes better trained.

add(item)

1) empty cache

update item / add(item)
if proximity(item, content) > T1

2) cache with some items
?
3) full cache

update item / put new item in place of oldest one
if proximity(item, content) > T2 > T1

?

Fig. 3: The principle of the proximity cache.
As illustrated in Figure 3, an item is added to the cache
only in three cases. First, if the cache is empty. Second, when
the cache is not empty, but not full, if the % of total matching
bits of cached items with the item to the cached is > T1 . If
an item with the same BF is already cached, but owners are
different, the new one is added to the cache. Otherwise, if the
owner is the same, the timestamp of the cached item is updated
to the current time. Third, when the cache is full, the % of total
matching bits of cached items with the item to the cached is
> T2 > T1 . If an item with the same BF is already cached, but
owners are different, the new one substitutes the old one in the
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cache. If the owner is the same, the timestamp of the cached
item is updated to the current time. T1 , T2 ∈ {0, .., 100} are
integer thresholds.
DINAS names are BFs, hence similar names correspond
to similar items. For example, a 32-bit BF (with 2 hash
functions) obtained from the description (function:Sensing,
object:Temperature) is
00000010010000000001000001000000
while
the
one
obtained
from
(function:Sensing,
object:Temperature, location:ENSIMAG-D327) is

are sent by each node over a simulated period of about 40
minutes. A simulation was repeated with 10 different seeds
for the random number generator. The plotted values below
are the results of averaging the values of the 10 runs. Other
tunable parameters are: the size of the cache C, the downward
propagation limitation D, the cache thresholds T1 and T2 .
In the evaluation, we have used the topology illustrated in
Figure 4 with N = 20 nodes. The DODAG root is placed in
the middle of the area, we call it the DODAG X. Nodes have
rank 3 at most.
18

01000010010000100001000001000000
6
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The names differ by just 2 bits. A lookup for a more general description (function:Sensing, object:Temperature) would
return both names, while a lookup for a more speciﬁc description (function:Sensing, object:Temperature, space:ENSIMAGD327) would return only the second name.

5
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9
2

If two or more subsequent queries for the same name arrive
before the name expires at any of the caches along the way,
the cached name is sent (in a reply message) to the interested
nodes, thus avoiding to contact the name owner.

8
3

19
12

We have simulated several DINAS scenarios in Cooja3 on
a MacBook Pro with 2.4 GHz Intel Core 2 Duo and 4GB 1067
MHz DD3 RAM. Every simulation has been executed 10 times
with different seeds for the random number generator of Cooja.
In the considered scenarios, we assume ContikiMAC at
Layer 2, 6LoWPAN at Layer 2.5, IPv6 and RPL (routing
protocol) at Layer 3. Nodes are organized in a RPL DODAG,
one of them (node 1) being the DODAG root. All nodes are
conﬁgured as Tmote Sky4 hardware.
The RPL DODAG root is conﬁgured like all other nodes
in terms of the cache size and performed operations. All nodes
run two processes, one for sending DINAS messages, and the
other one for handling incoming messages. Each node builds
its own name as a Bloom ﬁlter B with m = 16 bits and k = 6
hash functions, the optimal parameters for a node description
with n = 2 keywords. Such a Bloom ﬁlter is ﬁlled with the
following keywords:
”netservice- dinas. udp.local”,

•

”location-loc”,

where loc is the node ID, a unique integer (in range [1, N ],
where N is the number of nodes). In this way, each node has
a unique name. A node publishes its name every T minutes
(with a notiﬁcation message). In between, a node sends a query
every τ minutes for a randomly generated name (among those
that are possible and excluding the node own name). A node
sends M messages of which τ M/T are notiﬁcations and M −
τ M/T are queries. T has a low impact on the hit ratio as the
network is static. In our tests, T = 20 minutes, τ = 2 minutes,
and M = 20 messages. Thus, 2 notiﬁcations and 18 requests
3 We

15

P ERFORMANCE EVALUATION

•

14

16

7

III.

1

have used Contiki/Cooja v2.6. http://www.contiki-os.org/start.html

4 http://www.snm.ethz.ch/Projects/TmoteSky
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20

13

Fig. 4: RPL DODAG X used in the simulation.
We have considered the following performance indicators:
•

Hit Ratio (HR), i.e., the percentage of replies with respect to queries sent (considering the whole network);

•

Average Response Time (ART ), the average time
between a query and the related reply (taking into
account only the queries for which there is a reply);

•

Total Trafﬁc (T T ), i.e., the total number of “send()”
operations for notiﬁcations and queries executed by
the nodes in the network.

Message length is 24 bytes: 2 bytes for the Bloom ﬁlter,
19 bytes for the IPv6 address of the message issuer (in the
string format), 1 byte for D, 1 byte for the message type, 1
byte for the ﬂooding ﬂag (we set it to 0, i.e., no ﬂooding). The
packet size could be further reduced by using only 1 byte for
D, message type and ﬂooding ﬂag, and, whenever possible,
short representations of the IPv6 address. Conversely, the size
of the Bloom ﬁlter may be larger, if more than n = 2 keywords
are used.
We compare DINAS against a centralized solution in which
the DODAG root (called a sink) acts as a unique resource
directory. Thus, it has a large cache. Communications are only
direct UDP unicasts with no overlay routing. Notiﬁcations and
queries can only be processed by the sink, which is the only
one that can answer. The centralized solution requires that the
sink has C = 19 to store the names of all other nodes. With
DODAG X, we have obtained HR = 99.77% (some packets
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are lost due to collisions). T T of the centralized solution can be
analytically computed given the topology of the RPL DODAG.
Indeed, if the node rank is R, each notiﬁcation and query to the
sink will cause R “send()” executions. We use the following
equation:
i · Ni ,

(4)

D=0
D=1
D=2
D=3
centralized (ideal)

1200
1000
TT

TT = M

R
max

1400

i=1

800
600

where Rmax is the higher rank in the RPL DODAG and Ni is
the number of nodes with rank i. For DODAG X, Rmax = 3,
N1 = 4, N2 = 7, and N3 = 8. Since M = 20, we have
T T = 840.
Figure 5 shows HR as a function of C and D with T1 = 30
and T2 = 90. Such a conﬁguration for the proximity cache is
the most effective one among those we have tested (we omit
the results of such an analysis, because of the space limits).
The best result (HR = 99.77%) is given by the conﬁguration
with C = 11 and D = 3. Couples (C, D) such as (11, 1),
(9, 2), (7, 3) also lead to good HR values. For C < 7 or
D = 0, the HR is deﬁnitely too low.
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Fig. 6: DINAS “up-down”, DODAG X: T T as a function of
C and D, with T1 = 30 and T2 = 90.
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Fig. 7: DINAS “up-down”, DODAG X: ART as a function of
C and D, with T1 = 30 and T2 = 90.
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Fig. 5: DINAS “up-down”, DODAG X: HR as a function of
C and D, with T1 = 30 and T2 = 90.
Figures 6 and 7 show that the centralized solution can be
easily outperformed by DINAS, in terms of T T and ART ,
respectively. Apparently, C = 5 is sufﬁcient to have T T lower
than the one of the centralized solution, but the corresponding
HR values are worst. However, we observe that C = 7 and
D = 3 is an interesting solution, leading to T T = 565
and ART = 235 ± 21μs (with HR = 97.41%). T T of the
centralized solution is much higher (840, as illustrated above).
The ART of the centralized solution is also higher that has
been measured by means of several simulations—its value is
452 ± 25μs. Using the DINAS conﬁguration that gives the
higher HR value (99.77%), namely C = 11 and D = 3, we
obtain T T = 451 and ART = 160 ± 11.6. Having a large
cache has pros and cons: it allows to reduce messaging, as the
probability of already having the information in the local cache
increases, but requires more memory resources. Deﬁnitively,
the (C, D) conﬁguration depends on our simulation assumptions.
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IV.

R ELATED WORK

Concerning the general problem of naming, Balakrishnan
proposed to use ﬂat names for network elements [5]. Such an
approach is already used to name nodes in structured (i.e.,
DHT-based) P2P networks. However, if ﬂat names are not
obtained from the descriptions of the individuals, they are
not ﬂexible and, as a consequence, not useful. Instead, in
their seminal work about content-centric networking (CCN),
Jacobson et al. proposed a naming scheme in which names
are hierarchically structured with components encoded one by
one [6].
Intanagonwiwat et al. introduced directed diffusion [7], a
data-centric approach to organize interest-based interactions
among nodes in WSNs. In directed diffusion, tasks are named
by a list of attribute-value pairs. Task description speciﬁes an
interest for data matching the attributes. For this reason, task
descriptions are called interests. The data sent in response
to interests are also named using a similar naming scheme.
A node requests data by sending interests for named data.
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Data matching the interest is then drawn down towards that
node. Intermediate nodes can cache, or transform data, and
may direct interests based on previously cached data. For each
active task, the sink periodically broadcasts an interest message
to each of its neighbors.
With respect to directed diffusion, DINAS supports architectures in which every node may act as a sink. Moreover,
DINAS does not support only interest-based interactions—all
nodes are also allowed to publish their own descriptors. In
this way, interests (we call them queries) can ﬁnd matching
node descriptors that have been stored in the cache of an
intermediate node. In other words, to start the interaction
between the requester and the source, it is not necessary that
the query arrives at the source. DINAS messages are compact,
as node descriptors and requests are encoded in Bloom ﬁlters.
Finally, DINAS is application-independent. How requesters
and sources interact after they found each other, is independent
from DINAS.
Currently, Zeroconf [8] is the most used technology for
bootstrapping direct communication between two or more
computing devices via IP. Zeroconf has several implementations, e.g., Apple Bonjour, Avahi (for Linux machines),
and Microsoft LLMNR. Klauck and Kirsche have recently
developed uBonjour, a Zeroconf implementation for Contiki
[9]. Zeroconf relies on DNS-SD, DNS records used to describe
advertised services, and on Multicast DNS (mDNS).5 Multicast
DNS (mDNS) allows to perform DNS operations on a local
link without a traditional DNS server. Thus a client acts as a
DNS server that only answers DNS queries targeting its own
resource records. It is possible since queries and answers are
UDP packets sent to multicast addresses 224.0.0.251 (IPv4)
and FF02::FB (IPv6), and UDP port 5353. mDNS raises the
following issues: it is not fully distributed (it is a single
link protocol), it does not provide a means to describe the
capabilities of devices, it is too much wordy, and it does rely
on multicast, which is not always available, especially in the
context of WSNs. DINAS proposes a compact naming scheme,
solves the multicast problem (by means of caching and overlay
routing), and can be easily extended to support autonomous
services.
CoAP6 is a lightweight RESTful transfer protocol for
accessing data on constrained devices. A typical CoAP-based
WSN deployment requires to establish a resource directory7 or
a proxy (e.g. on a border router) to periodically announce itself
(e.g. with Zeroconf) or to be discovered by sensors thanks to
an anycast address or a speciﬁc CoAP request. At the startup,
other nodes register to the discovered resource directory that
in turn, polls each registered node. The response from each
node is a descriptor that includes some information such as
node ID and offered services. Finally, the proxy adds the node
descriptor to a local table. Thus, the resource directory must
be contacted to learn about other nodes in the WSN, a possible
bottleneck and a single point of failure for the system.
An IETF draft further discusses issues related to CoAP
[10], speciﬁes guidance on how CoAP should be used in
5 http://tools.ietf.org/html/rfc6762
6 http://tools.ietf.org/html/draft-ietf-core-groupcomm-11
7 http://tools.ietf.org/html/rfc6690
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a group communication context and details an approach for
using CoAP on top of IP multicast.
V.

C ONCLUSIONS

In this paper, we have presented DINAS, a novel network
service for publishing and retrieving information about names
and services. DINAS creates names as Bloom ﬁlters based
on node or service descriptions. We have described the main
principles of DINAS and its implementation under Contiki and
Cooja. We have evaluated the proposal with Cooja simulations
and compare its performance with a centralized naming service
at the sink. The results show that DINAS outperforms the
centralized solution.
The performance results are encouraging and we already
plan new experiments with different (in shape and size)
DODAGs. We would also like to test alternative overlay routing schemes, in particular, the schemes for mesh L3 topologies
other than DODAGs.
VI.
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